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• Requirements for Managing Public Records

• Requirements and Guidelines (by format)

– Scanned Documents

Overview

– Scanned Documents

– Email

– Websites and Databases

– Texts, Social Media and more!



“Public records include any paper, correspondence, completed 
form, bound record book, photograph, film, sound recording, 
map, drawing, machine-readable material, compact disc 
meeting current industry ISO specifications, or other 

RCW 40.14 Preservation and 

Destruction of Public Records

meeting current industry ISO specifications, or other 

document, regardless of physical form or 
characteristics, and including such copies 
thereof, that have been made by or received 
by any agency of the state of Washington in 
connection with the transaction of public 
business”



WHAT IS A RECORD? QUIZ # 1

State Patrol is called to the scene of an 
accident.  The patrol officer takes a digital 
photo of the car involved.  Is this photo a 
public record? 

□ Yes □ No



WHAT IS A RECORD? QUIZ # 2

In your desk drawer, you have a copy of the 
contents of your personnel file.  It contains 
duplicates of your application, training 
taken, awards received, etc.  Is this a public 
record?

□ Yes □ No



You come back to your desk following lunch and your 

computer indicates that you have two email messages 

waiting for you.

A.) One message is from the assistant director requesting 

WHAT IS A RECORD? QUIZ # 3

A.) One message is from the assistant director requesting 

shared leave for an employee on extended sick leave.

B.) The other message is from your boss, giving you the 

agreed-upon timelines and goals for an upcoming project.

Which message is a public record?

□ A only      □ B only      □ Both A and B    □ Neither A nor B



WHAT IS A RECORD?   Quiz # 4

Your agency uses Facebook and has 
invited public comment on an issue.

Is this a public record?

□ Yes □ No



Content matters 

Messages that facilitate or document 

actions affecting the conduct of business

• Policies, significant decisions, commitments, • Policies, significant decisions, commitments, 
or important meetings

• Requests or provides substantive information

• If content protects rights – legal, fiscal, 
property, other 



The RULES apply

• The rules for public records are applicable 
regardless of format or device

• Retention and disposition are also applied • Retention and disposition are also applied 
exactly the same – there is no difference

• Records management fundamentals apply 
equally

n



Records Retention in a Nutshell...

Retain all public records in for the MINIMUM 
required period of time in accordance to the 
approved records retention schedules and approved records retention schedules and 

then….
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Once retention is met

DESTROY (Get rid of it!)
(if not an archival or permanent series)

oror

If ARCHIVAL, then contact State Archives for    
appraisal and transfer of all Archival records 

or

If PERMANENT, take appropriate action to retain
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What is a Retention 
Schedule?

An approved legal document that 
specifies minimum retention periods for specifies minimum retention periods for 

a record series and gives agencies 
ongoing disposition authority after 

approved retention periods are met

They tell you what to do!



CORE (Common Records)



Local Government



Law Enforcement



Preservation of Electronic Records

WAC 434-662-040

Electronic records must be retained in electronic 

format and remain usable, searchable, 
retrievable and authentic for the length of the retrievable and authentic for the length of the 

designated retention period. 



Can I print and delete?

NO - Printing and retaining a hard NO - Printing and retaining a hard 

copy is not a substitute for the 

electronic version unless approved by 

the appropriate records committee.



What is a “Born Digital” Record?

• Regardless of how it was created:

– If the transaction or evidence of public 

business occurs in paper then the paper business occurs in paper then the paper 

record needs to be retained.

– If the transaction or evidence of public 

business occurs electronically then the 

electronic record needs to be retained.
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Digitized Records

Can I Scan and Toss?

“Conversion to an imaging system does 
not automatically authorize the destruction 
of the source documents for which images 
have been created.”

WAC 434-663-600
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Managing Electronic Records



So where do you start?

• First thing - establish agency records 

management policies & procedures
– Requires executive buy-in and input from legal

– Identifies roles and responsibilities

– Should address appropriate use 

– Include records management fundamentals

• Need user and IT support

• Training and education are essential

• Periodic compliance checks are crucial
– Automatic deletion is not recommended!



Why not just keep it all?

Consider this:

• Think needle in a haystack.. less hay, easier to find the 

needle - less costs for discovery and disclosure

• Yeah, storage is cheap, litigation is NOT

• Other associated costs:

– Additional space needed (equipment and facility)

– Additional maintenance and staffing needed

– Additional upgrades,  increased migration & recopying, disaster 
planning

– Additional long-term sustainability issues



A winning strategy for 

electronic records

• Identify

• Organize

• Disposition (take action)



Identify

Using approved records retention schedules 
will help you:

• Identify records you need to keep 

• Identify records you can get rid of• Identify records you can get rid of

• Identify records needing additional attention: 

�Essential

�Archival



File it – it’s not just for paper



Create a plan

• Create a “file plan” or “file structure”

• Link to retention schedules

• Pre-determined file folders provide 
consistency, centralization and consistency, centralization and 
organization

• Mirror the plan throughout – use same 
structure for paper, email, desktop, 
network drives and servers

• Develop desk guides and cheat sheets 



Disposition- Do it!

• Organize to destroy

• Apply same retention and disposition 
practices to electronic records as you 
would paper based recordswould paper based records

• Regularly schedule disposition to clear 
out those items having met retention and 
get rid of them!  



Electronic Record Life Cycle

Create or Receive Create or Receive 
RecordRecord

CONSIDER CONSIDER 
CONTENTCONTENT

If NO retention value If NO retention value 
Delete Delete 

Record / SaveRecord / Save Properly IDProperly ID

If ArchivalIf Archival

Transfer Transfer 

NonNon--ArchivalArchival

Keep until Keep until 
retention metretention met

When retention is When retention is 
met, ID records for met, ID records for 
destructiondestruction

DESTROY  and document DESTROY  and document 
destructiondestruction

Approve for Approve for 
destructiondestruction



What comes across your desk:

Much of what comes across in an email will be:

• Transitory (serves as an FYI)

• A secondary copy or duplicate (how many • A secondary copy or duplicate (how many 

others are cc’d?)

• An email “transmittal memo ” of attachments 

(acts like a fax cover sheet)



Little or no retention

Local Government Agencies



Organizing Emails – Option 1
Within email application

• Individual users move e-mails into pre-
determined folders that match those on 
server or shared driveserver or shared drive

• Good to set up as “working files”, or for 
records with minimal retention value

• Recommend records with significant
retention value be retained on drives or 
servers 



For example

Additional folders can be set 

up to further define the content 

– easy to locate and search, 

still all under DAN # GS 22005

Mirror this structure on shared 

drive or server for records with drive or server for records with 

retention value

Be diligent with cleaning out 

records with no retention value 

in these “working files”  and 

save primary copies to shared 

drive 



Another 

example 

Outlook Outlook 

file 

structure



Organizing E-mails – Option 2
Using shared drive or network server

• Designated shared drive or server is used 
as centralized “file cabinet” or repository

• Users save their emails into pre-• Users save their emails into pre-
determined folders in specific “drawers”

• Users can access in a centralized location

• Generally no active retention or disposition 
applied, but can set up system 
administrators to track and disposition



Email regarding meeting 

room contract

Using classifications and naming 

conventions make it easier to search 

and locate the information



BBy using the .msg extention, you are able to 

save emails with all the other formats together 

in one folder, under one record series, under in one folder, under one record series, under 

one retention and manage it as a whole 

One place, one folder, one retention 

Get rid of the silos!



This is a PERMANENT, ESSENTIAL and 
POTENTIALLY ARCHIVAL series and should 

noted and handled accordingly

This is an essential record and 
should have additional back up.  
It also has a long term retention

This series only has a 3 

year retention, so can get 

rid of these files sooner

Shared drive example

noted and handled accordingly

Also a PERMANENT, 
ESSENTIAL and 
POTENTIALLY 

ARCHIVAL series



Law Enforcement



This series is 
ARCHIVAL - 9 year 

retention for 
agency, then 

transfer to archives

You may create and 
protect folders as 

exempt or confidential



Helpful hints

• Use existing retention schedules!

• Consult with users, enlist their input

• Work on keeping file names short and 
simple, yet make sense to userssimple, yet make sense to users

• Keep it under 255 characters & spaces, 
otherwise may have problems with access 
and retrieval



What About Text Messages?

• Content is key – are you conducting 
business?

• Have policies regarding use of texts

• Agency responsibility to capture texts that • Agency responsibility to capture texts that 
need retention according to approved 
schedules

• 3rd party tools/applications available

Cannot rely on provider to retain!



What About Websites?

Records Retention – 3 areas

1. Website Design/Architecture

2. Website Content

3. Changes to Website Content





Content

• Typically, website content falls into these 
main categories:

1. Secondary Copies of Other Public Records

2. Database-Driven Content

3. Advice / Information



Why Document Changes

• It is not enough to just know what you said 
(the content)

• Agencies also need records documenting 
when did we say it and when did we stop 
saying it (the context to the content)



Capturing websites/changes

It depends on the complexity of website 

Options include:

• Snapshots• Snapshots

• Email confirmations/webmaster

• Change logs/audit logs

• Maintaining entire site

• 3rd party software for ECM

– Drupal, ColdFusion, Alfresco



What about databases?

• Apply same principles as websites

– Based on content and function of database

– Is it a repository of information held 

elsewhere?elsewhere?

– Does it contain evidence of business 

transactions not found in another format?

– Is the database dynamic with continuous 

changes, updates?



Capturing databases

It depends on the complexity and function of 
database

Options include:Options include:

• Change logs/audit logs

• Maintaining entire database

• 3rd party software for ECM



Do you?



Points to ponder

Ask some questions:

• Make a business case for use – do you 
really need to add another “technology du really need to add another “technology du 
jour”?

• Check with legal counsel

• Check out terms of service agreements 



TOS Agreement = Contract

• Security, identity “hijacking”

• Indemnity issues

• Privacy, data ownership

• Rights of company to edit/display/advertise

• Addressing merger/acquisitions

• Will use meet overarching regulations?

– FOIA, ADA, RCW’s, WAC’s



Hot off the press

• Facebook now  has state and local 
government terms of service agreements



Tips and tools to aid social 

media retention

• Series of email exchanges on content, when 

posted, when withdrawn, updates, etc.posted, when withdrawn, updates, etc.

• 3rd party software or content management 

systems
�TwInbox

�TweetTake

�SocialSafe



Going to the cloud
Issues to consider:

• Custody

• Co-mingling of data (will probably not be 
held separately from others using storage held separately from others using storage 
server) 

• Privacy, security / hijacking of information

• Data transmission/flow (Where is the 
server, exactly?  

• Disaster preparedness and recovery



In conclusion…

Explore available options, and adapt them to 
best serve agency needs and usage

– Establish policies, procedures, ground rules

– Take time to fully develop file structures and 

plan, plan, plan for implementation

– Keep it as simple as possible

– Education, training, and more training

– Lots of patience  (Chocolate helps!)



Questions?

Records Management Helpdesk

recordsmanagement@sos.wa.gov 

Subscribe to listserv for the latest updates

http://www.sos.wa.gov/archives/

RecordsManagement/



Records Rule! 

Thank You!

Washington State Archives: 
Partners in preservation and access

www.sos.wa.gov/archives


